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Abstract
Cryptography is the art to keep data secure from hackers by means of a secret that is only known to the
communicating parties. Modern cryptography intersects the disciplines of mathematics, computer
science, and electrical engineering. Applications of cryptography include ATM cards, computer
passwords, and electronic commerce. This paper aims to provide an overview on symmetric key
encryption.
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Introduction
Cryptography means sending confidential information over an insecure network in a secured
manner by hiding information. The modern cryptosystem is about the design and analysis of
various methods that are related to various aspects in data security, integrity and
authentication. Cryptography can be classified in two ways- symmetric and asymmetric key
cryptography.

Fig 1: Symmetric-key cryptography

Symmetric-key cryptography
Symmetric-key cryptography refers to encryption methods in which both the sender and
receiver share the same key. The modern study of symmetric-key ciphers relates mainly to
the study of block ciphers and stream ciphers and to their applications. A block cipher is, in a
sense, a modern embodiment of Alberti's polyalphabetic cipher: block ciphers take as input a
block of plaintext and a key, and output a block of cipher text of the same size. Since
messages are almost always longer than a single block, some method of knitting together
successive blocks is required. Several have been developed, some with better security in one
aspect or another than others. They are the modes of operation and must be carefully
considered when using a block cipher in a cryptosystem [1].
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Asymmetric-key cryptography
In asymmetric key cryptography, there are two keys: private key and public key. Both are
required to encrypt and decrypt a message. Message sender encrypts the message or data
using public key that may be known to all publicly. On the other side message receiver uses
other secret key to decrypt the message.
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Implementations of Symmetric Key Encryption
There are several modern algorithms that implement a
symmetric key encryption method. One method of
symmetric key encryption is a block cipher and stream
cipher. Block cipher operates on fixed-length groups of bits.
When encrypting, a block cipher takes a set amount of bits
(i.e. 128 bit block) of plaintext and outputs a corresponding
same size (i.e. 128-bit) block of cipher text. The exact
transformation of a block cipher is controlled by the
encryption/decryption key. Popular block ciphers include:
Blowfish, Twofish, DES, and AES.
In stream cipher, a stream of random, or pseudo random,
numbers are combined with the original message. Specific
stream ciphers include: One-Time Pad, Linear Feedback
Shift Register (LFSR), Linear Congruential, and RC4. RC4
is the most widely-used stream cipher and is used in Secure
Socket Layer (SSL) and Wired Equivalent Privacy (WEP) [12].
Overview of encryption block and stream ciphers for
data security
Here we will discuss two block cipher (Blowfish and AES)
and stream cipher (One-Time Pad and RC4) encryption
techniques used for encryption purpose.
Blowfish
Blowfish is an encryption algorithm and is also a block
cipher. There are two parts to this algorithm A part that handles the expansion of the key.
 A part that handles the encryption of the data.
The expansion of the key: break the original key into a set of
subkeys. Specifically, a key of no more than 448 bits is
separated into 4168 bytes. There is a P-array and four 32-bit
S-boxes. The P-array contains 18 32-bit subkeys, while each
S-box contains 256 entries.
The encryption of the data: 64-bit input is denoted with an x,
while the P-array is denoted with a Pi (where i is the iteration).
Security of data with blowfish Cipher is excellent [2].
AES (Advanced Encryption Standard)
The AES encryption algorithm is a block cipher that uses an
encryption key and a several rounds of encryption [3]. It has
variable key length of 128, 192, or 256 bits; default 256.It
encrypts data blocks of 128 bits in 10, 12 and 14 round
depending on the key size [14]. A round for the AES
algorithm consists of four operations: the Sub Bytes
operation, the Shift Rows operation, the Mix Columns
operation, and Add Round Key operation [2]. AES is better
for live video streaming transmission compared to RC4 and
XOR. AES can be implemented more comfortably in high
and low level language [3].
Rivest Cipher 4 (RC4)
RC4 is a stream cipher, symmetric key algorithm. The same
algorithm is used for both encryption and decryption as the
data stream is simply XORed with the generated key
sequence. The key stream is completely independent of the
plaintext used. It uses a variable length key from 1 to 256 bit
to initialize a 256-bit state table. The state table is used for
subsequent generation of pseudo-random bits and then to
generate a pseudo-random stream which is XORed with the
plaintext to give the cipher text. Used for secured
communications as in the encryption of traffic to and from
secure web sites using the SSL protocol [3].

One-Time Pad
The "one-time pad" encryption algorithm was invented in the
early 1900's, and has since been proven as unbreakable.
Army Signal Corp. Officer, Joseph Mauborgne, proposed an
improvement to Vernam Cipher that was the Ultimate in
security [5]. He suggested that we use a random key that is as
long as the message means the key need not to be repeated.
In additional key must be use once for encryption and
decryption of a single message and then that key is
discarded. So this technique is called as One Time Pad and
there is relationship between key and plaintext and it is
unbreakable. In this as advance of vignere cipher scheme we
Can use 27 character in which 27th character is SPACE, so
in this key will be as long as message. So table of Vignere
cipher must be expanded to 27*27. One time pad is used
only for low Bandwidth Channels requiring very high
security. In this technique, comes problem of generation of
keys in so much quantity which is so tough to handle that
increases the cost of this technique [4].
Methodology
a. Collecting various algorithms
b. Exploring different designs and their security level.
Literature Survey
Thambiraja et al. [6] showed that AES consumes highest
processing power among DES, 3DES, BLOWFISH. AES is
better than RC4 for smaller packets also it is better for live
video streaming transmission compared to RC4 and XOR.
Time taken by RSA is much higher than that of AES and
DES. Memory usage of RSA is high compared to AES, DES.
Output byte in RSA is less as compared to AES and
DES.RC4 is fast and energy efficient than AES for larger
packets. Time for encryption and decryption almost remains
constant for RC4 if key size is increased and less time is
required to encrypt as compared to AES, DES, and 3DES.
Susan et al. [7] concluded that Computer network security is a
new and fast moving technology in the field of computer
science. As such, the teaching of security is still a moving
target. Security courses originally focused on mathematical
and algorithmic aspects such as encryption and hashing
techniques. However, as crackers hacked away at networks
and systems, courses arose that emphasized the latest attacks.
These attacks soon became out-of-date with security
software responses. As security technology continues to
mature, there is an emerging set of security techniques and
skills. Network security skills emphasize business practices,
legal foundations, attack recognition, security architecture,
and network optimization.
Krishnamurthy P. et al. [8] analysed that Encryption
algorithms are known to be computationally intensive. They
consume a significant amount of computing resources such
as CPU time, memory, and battery power. A wireless device,
usually with very limited resources, especially battery power,
is subject to the problem of energy consumption due to
encryption algorithms. Designing energy efficient security
protocols first requires an understanding of and data related
to the energy consumption of common encryption schemes.
In this paper, we provide the results of experiments with
AES and RC4, two symmetric key algorithms that are
commonly suggested or used in WLANs. Our results show
that RC4 is more suitable for large packets and AES for
small packets.
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Elbirt A.J. et al. [9] studied that efficient implementation of
block ciphers is critical towards achieving both high security
and high-speed processing. Numerous block ciphers have
been proposed and implemented, using a wide and varied
range of functional operations. As a result, it has become
increasingly more difficult to develop a hardware
architecture that allows the efficient and fast realization of a
wide variety of block ciphers. In an effort to achieve such
hardware architecture, a study of a wide range of block
ciphers was undertaken to develop an understanding of the
functional requirements of each algorithm.
Meyer C.H. et al. [10] proposed that Cryptography is the only
known practical method for protecting information
transmitted through potentially hostile environments, where
it is either impossible or impractical to protect the
information by conventional physical means. Also, damage
resulting from message alteration, message insertion, and
message deletion can be avoided. Administrative and
physical security procedures often can provide adequate
protection for offline data transport and storage. However,
where file security methods are either nonexistent or weak,
encryption may provide the most effective and economical
protection. The authors gives an overview of cryptographic
methods using symmetric and asymmetric algorithms and
demonstrates why future cryptographic applications should
use a hybrid approach, i.e., combination of symmetric and
asymmetric (public key) methods.
Thakur et al. [11] showed that AES can be implemented more
comfortably in high and low level language as compared to
DES. Blowfish has better performance when packet size is
changing as compared to AES, DES, 3DES, RC2, and RC6.
J. Daemen [13] concluded that AES is faster and more
efficient than other encryption algorithms. When the
transmission of data is considered there is insignificant
difference in performance of different symmetric key
schemes a study in is conducted for different popular secret
key algorithms such as DES, 3DES, AES, and Blowfish.
They were implemented, and their performance was
compared by encrypting input less of varying contents and
sizes. The results showed that Blowfish had a very good
performance compared to other algorithms. Also it showed
that AES had a better performance than 3DES and DES. It
also shows that 3DES has almost 1/3 throughput of DES, or
in other words it needs 3 times than DES to process the same
amount of data. Therefore, AES is a feasible solution to
secure real time video transmissions. It was shown in that
energy consumption of different common symmetric key
encryptions on hand-held devices. It is found that after only
600 encryptions of a 5 MB le using Triple-DES the
remaining battery power is 45% and subsequent encryptions
are not possible as the battery dies rapidly. Using H.264 to
compress and encrypt, videos can solve the speed and
security problems in mobile application.
M. Anand Kumar et al. [14] presented the performance
evaluation of two commonly known symmetric
cryptographic algorithms. These algorithms are tested with
different performance metrics. The simulation results shows
that Blowfish has better performance than AES in almost all
the test cases. There is no significant difference in the result
for base64 encoding and hexadecimal encoding techniques.
It is found that blowfish is good for text based encryption
whereas AES has better performance for image encryption. It
is also identified that there is change in performance when
there is a change in key size of AES algorithm. Overall it is

identified that AES can be used in circumstances where there
is need for high security. In the case of performance aspects,
Blowfish can be used.
Conclusion
Every technique is unique in its own way. Each could be
used as per the requirements of the applications. This paper
presents an overview of various block and stream ciphers
encryption techniques, which are used in cryptography for
network security purpose. It can be concluded that One-time
pad technique requires very high security and so become
costly. RC4 is fast and energy efficient than AES. Time for
encryption and decryption almost remains constant for RC4
if key size is increased. AES is a feasible solution to secure
real time video transmissions and can be implemented more
comfortably in high and low level language. Blowfish is
good for text based encryption.
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