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Abstract
In this paper, the authors discuss security issues for cloud computing and present a layered framework
for secure clouds and then focus on two of the layers, i.e., the storage layer and the data layer. In
particular, the authors discuss a scheme for secure third party publications of documents in a cloud [2].
Next, the paper will converse secure federated query processing with map Reduce and Hadoop, and
discuss the use of secure co-processors for cloud computing. Finally, the authors discuss XACML
implementation for Hadoop and discuss their beliefs that building trusted applications from untrusted
components will be a major aspect of secure cloud computing.
Keywords: Access control, authentication, bottom-up design, data mining, information processing,
ontology theory, real-time IS

Introduction
There is a critical need to securely store, manage, share and analyze massive amounts of
complex (e.g., semi-structured and unstructured) data to determine patterns and trends in
order to improve the quality of healthcare, better safeguard the nation and explore alternative
energy. Because of the critical nature of the applications, it is important that clouds be
secure. The major security challenge with clouds is that the owner of the data may not have
control of where the data is placed [8]. This is because if one wants to exploit the benefits of
using cloud computing, one must also utilize the resource allocation and scheduling provided
by clouds. Therefore, we need to safeguard the data in the midst of untrusted processes. The
emerging cloud computing model attempts to address the explosive growth of webconnected devices, and handle massive amounts of data. Google has now introduced the
MapReduce framework for processing large amounts of data on commodity hardware.
Apache’s Hadoop distributed file system (HDFS) is emerging as a superior software
component for cloud computing combined with integrated parts such as Map Reduce.
Theneed to augment human reasoning, interpreting, and decision-making abilities has
resulted in the emergence of the Semantic Web, which is an initiative that attempts to
transform the web from its current, merely human-readable form, to a machine-processable
form. This in turn has resulted in numerous social networking sites with massive amounts of
data to be shared and managed. Therefore, we urgently need a system that can scale to handle
a large number of sites and process massive amounts of data. However, state of the art
systems utilizing HDFS and MapReduce are not sufficient due to the fact that they do not
provide adequate security mechanisms to protect sensitive data [2, 6]. We are conducting
research on secure cloud computing. Due to the extensive complexity of the cloud, we
contend that it will be difficult to provide a holistic solution to securing the cloud, at present.
Therefore, our goal is to make increment enhancements to securing the cloud that will
ultimately result in a secure cloud. In particular, we are developing a secure cloud consisting
of hardware (includes 800TB of data storage on a mechanical disk drive, 2400 GB of
memory and several commodity computers), software (includes Hadoop) and data (includes
a semantic web data repository).
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Our cloud system will:
(a) Support efficient storage of encrypted sensitive data,
(b) Store, manage and query massive amounts of data,
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(c) Support fine-grained access control and
(d) Support strong authentication.
This paper describes our approach to securing the cloud.
The organization of this paper is as follows: we will give an
overview of security issues for cloud. we will discuss secure
third party publication of data in clouds. we will discuss
how encrypted data may be queried. Security Issues for
Clouds There are numerous security issues for cloud
computing as it encompasses many technologies including
networks, databases, operating systems, virtualization,
resource scheduling, transaction management, load
balancing, concurrency control and memory management.
Therefore, security issues for many of these systems and
technologies are applicable to cloud computing. For
example, the network that interconnects the systems in a
cloud has to be secure. Furthermore, virtualization paradigm
in cloud computing results in several security concerns. For
example, mapping the virtual machines to the physical
machines has to be carried out securely. Data security
involves encrypting the data as well as ensuring that
appropriate policies are enforced for data sharing. In
addition, resource allocation and memory management
algorithms have to be secure. Finally, data mining
techniques may be applicable to malware detection in
clouds. We have extended the technologies and concepts we
have developed for secure grid to a secure cloud. We have
defined a layered framework for assured cloud computing
consisting of the secure virtual machine layer, secure cloud
storage layer, secure cloud data layer, and the secure virtual
network monitor layer (Figure 1). Cross cutting services are
provided by the policy layer, the cloud monitoring layer, the
reliability layer and the risk analysis layer. For the Secure
Virtual Machine (VM) Monitor we are combining both
hardware and software solutions in virtual machines to
handle problems such as key logger examining XEN
developed at the University of Cambridge and exploring
security to meet the needs of our applications (e.g., secure
distributed storage and data management).
In addition to the security of your own customer data,
customers should also be concerned about what data the
provider collects and how the CSP protects that data.
Specifically with regard to your customer data, what
metadata does the provider have about your data, how is it
secured, and what access do you, the customer, have to that
metadata? As your volume of data with a particular provider
increases, so does the value of that metadata. Additionally,
your provider collects and must protect a huge amount of
security-related data. For example, at the network level,
your provider should be collecting, monitoring, and
protecting firewall, intrusion prevention system (IPS),
security incident and event management (SIEM), and router
flow data. At the host level your provider should be
collecting system log files, and at the application level SaaS
providers should be collecting application log data,
including authentication and authorization information.
What data your CSP collects and how it monitors and
protects that data is important to the provider for its own
audit purposes. Additionally, this information is important
to both providers and customers in case it is needed for
incident response and any digital forensics required for
incident analysis.

Storage
For data stored in the cloud (i.e., storage-as-a-service), we
are referring to IaaS and not data associated with an
application running in the cloud on PaaS or SaaS. The same
three information security concerns are associated with this
data stored in the cloud (e.g., Amazon’sS3) as with data
stored elsewhere: confidentiality, integrity, and availability.
For Secure Cloud Storage Management, we are developing
a storage infrastructure which integrates resources from
multiple providers to form a massive virtual storage system.
When a storage node hosts the data from multiple domains,
a VM will be cre-ated for each domain to isolate the
information and corresponding data processing. Since data
may be dynamically created and allocated to storage nodes,
we are investigating secure VM management services
including VM pool management, VM diversification
management, and VM access control management. Hadoop
and MapReduce are the technologies being used. For Secure
Cloud Data Management, we have developed secure query
processing algorithms for RDF (Resource Description
Framework) and SQL (HIVE) data in clouds with an
XACML-based (eXtensible Access Control Markup
Language) policy manager utilizing the Hadoop/MapReduce
Framework. For Secure Cloud Network Management, our
goal is to implement a Secure Virtual Network Monitor
(VNM) that will create end-to-end virtual links with the
requested bandwidth, as well as monitor the computing
resources.

Fig 1: Layered framework for assured cloud

Illustrates the technologies we are utilizing for each of the
layers. This project is being carried out in close
collaboration with the AFOSR MURI project on Assured
Information Sharing and EOARD funded research project
on policy management for information sharing. We have
completed a robust demonstration of secure query
processing. We have also developed secure storage
algorithms and completed the design of XACML for
Hadoop. Since Yahoo has come up with a secure Hadoop,
we can now implement our design. We have also developed
access control and accountability for cloud. In this paper, we
will focus only on some aspects of the secure cloud, namely
aspects of the cloud storage and data layers. In particular, (i)
we describe ways of efficiently storing the data in foreign
machines, (ii) querying encrypted data, as much of the data
on the cloud may be encrypted and (iii) secure query
processing of the data. We are using Hadoop distributed file
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system for virtualization at the storage level and applying
security for Hadoop which includes an XACML
implementation. In addition, we are investigating secure
federated query processing on clouds over Hadoop. These
efforts will be described in the subsequent sections.
Subsequent papers will describe the design and
implementation of each of the layers.
Review of Literature
Muys, 2006The problem of storing billions of RDF triples
and the ability to efficiently query them is yet to be solved
At present, there is no support to store and retrieve RDF
data in HDFS. Teswanich, 2007users who are granted
access to the Namenode may execute any program on any
client machine, and all client machines have read and write
access to all files stored on all clients. Such coarse-grained
security is clearly unacceptable when data, queries, and the
system resources that implement them are security-relevant.
Ramanujam, 2009We are enforcing more flexible and finegrained access control policies on Hadoop by designing an
In-lined Reference Monitor implementation of Sun
XACML. XACML (Moses, 2005) is an OASIS standard for
expressing a rich language of access control policies in
XML. Subjects, objects, relations, and contexts are all
generic and extensible in XACML, making it well-suited for
a distributed environment where many different sub-policies
may interact to form larger, composite, system level
policies. An abstract XACML enforcement mechanism is
depicted. Untrusted processes in the framework access
security relevant resources by submitting a request to the
resource’s Policy Enforcement Point (PEP). Zhang, 2009,
when not all users and processes are fully trusted. Current
work (Zhang, 2009) addresses this by implementing
standard access control lists for Hadoop to constrain access
to certain system resources, such as files; however, this
approach has the limitation that the enforced security policy
is baked into the operating system and therefore cannot be
easily changed without modifying the operating system.
Third Party Secure Data Publication Applied to Cloud
computing
In facilitates storage of data at a remote site to maximize
resource utilization. As a result, it is critical that this data be
protected and only given to authorized individuals. This
essentially amounts to secure third party publication of data
that is necessary for data outsourcing, as well as external
publications. We have developed techniques for third party
publication of data in a secure manner. We assume that the
data is represented as an XML document. This is a valid
assumption as many of the documents on the web are now
represented as XML documents. First, we discuss the access
control framework proposed in Bertino (2002) [1] and then
discuss secure third party publication discussed in Bertino
(2004) [2]. In the access control framework proposed in
Bertino (2002) [1], security policy is specified depending on
user roles and credentials. Users must possess the
credentials to access XML documents. The credentials
depend on their roles. For example, a professor has access to
all of the details of students while a secretary only has
access to administrative information. XML specifications
are used to specify the security policies. Access is granted
for an entire XML document or portions of the document.
Under certain conditions, access control may be propagated
down the XML tree. For example, if access is granted to the

root, it does not necessarily mean access is granted to all the
children. One may grant access to the XML schema and not
to the document instances. One may grant access to certain
portions of the document. The idea is to have untrusted third
party publishers. The owner of a document specifies access
control polices for the subjects. Subjects get the policies
from the owner when they subscribe to a document. The
owner sends the documents to the Publisher. When the
subject requests a document, the publisher will apply the
policies.

Fig 2: Layered framework for assured cloud

Encrypted Data Storage for Cloud
Since data in the cloud will be placed anywhere, it is
important that the data is encrypted. We are using secure coprocessor as part of the cloud infrastructure to enable
efficient encrypted storage of sensitive data. One could ask
us the question: why not implement your software on
hardware provided by current cloud computing systems
such as Open Cirrus? We have explored this option. First,
Open Cirrus provides limited access based on their
economic model (e.g., Virtual cash). Furthermore, Open
Cirrus does not provide the hardware support we need (e.g.,
secure co-processors). By embedding a secure co-processor
(SCP) into the cloud infrastructure, the system can handle
encrypted data efficiently. Basically, SCP is a tamperresistant hardware capable of limited general-purpose
computation. For example, IBM 4758 Cryptographic
Coprocessor (IBM) is a single-board computer consisting of
a CPU, memory and special-purpose cryptographic
hardware contained in a tamper-resistant shell, certified to
level 4 under FIPS PUB 140-1. When installed on the
server, it is capable of performing local. computations that
are completely hidden from the server. If tampering is
detected, then the secure co-processor clears the internal
memory. Since the secure coprocessor is tamper-resistant,
one could be tempted to run the entire sensitive data storage
server on the secure coprocessor. Pushing the entire data
storage functionality into a secure co-processor is not
feasible due to many reasons. First of all, due to the tamperresistant shell, secure co-processors have usually limited
memory (only a few megabytes of RAM and a few kilobytes
of non-volatile memory) and computational power (Smith,
1999). Performance will improve over time, but problems
such as heat dissipation/power use (which must be
controlled to avoid disclosing processing) will force a gap
between general purposes and secure computing. Another
issue is that the software running on the SCP must be totally
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trusted and verified. This security requirement implies that
the software running on the SCP should be kept as simple as
possible. So how does this hardware help in storing large
sensitive data sets? We can encrypt the sensitive data sets
using random private keys and to alleviate the risk of key
disclosure, we can use tamper-resistant hardware to store
some of the encryption/decryption keys (i.e., a master key
that encrypts all other keys). Since the keys will not reside
in memory unencrypted at any time, an attacker cannot learn
the keys by taking the snapshot of the system. Also, any
attempt by the attacker to take control of (or tamper with)
the co-processor, either through software or physically, will
clear the co-processor, thus eliminating a way to decrypt any
sensitive information. This framework will facilitate (a)
secure data storage and (b) assured information sharing. For
example, SCPs can be used for privacy preserving
information integration which is important for assured
information sharing. We have conducted research on
querying encrypted data as well as secure multipart
computation (SMC). With SMC protocols, one knows about
his own data but not his partner’s data since the data is
encrypted. However, operations can be performed on the
encrypted data and the results of the operations are available
for everyone, say, in the coalition to see. One drawback of
SMC is the high computation costs. However, we are
investigating more efficient ways to develop SMC
algorithms and how these mechanisms can be applied to a
cloud.
Secure Query
Processing with Hadoop Overview of Hadoop A major part
of our system is HDFS which is a distributed Java-based file
system with the capacity to handle a large number of nodes
storing petabytes of data. Ideally a file size is a multiple of
64 MB. Reliability is achieved by replicating the data across
several hosts. The default replication value is 3 (i.e., data is
stored on three nodes). Two of these nodes reside on the
same rack while the other is on a different rack. A cluster of
data nodes constructs the file system. The nodes transmit
data over HTTP and clients’ access data using a web
browser. Data nodes communicate with each other to
regulate, transfer and replicate data. HDFS architecture is
based on the MasterSlave approach. The master is called a
Namenode and contains metadata. It keeps the directory tree
of all files and tracks which data is available from which
node across the cluster. This information is stored as an
image in memory. Data blocks are stored in Datanodes. The
namenode is the single point of failure as it contains the
metadata. So, there is optional secondary Namenode that
can be setup on any machine. The client accesses the
Namenode to get the metadata of the required file. After
getting the metadata, the client directly talks to the
respective Datanodes in order to get data or to perform IO
actions (Hadoop). On top of the file systems there exists the
map/reduce engine. This engine consists of a Job Tracker.
The client applications submit map/reduce jobs to this
engine. The Job Tracker attempts to place the work near the
data by pushing the work out to the available Task Tracker
nodes in the cluster.
Inadequacies of Hadoop Current systems utilizing Hadoop
have the following limitations:
(1) No facility to handle encrypted sensitive data: Sensitive
data ranging from medical records to credit card transactions
need to be stored using encryption techniques for additional

protection. Currently, HDFS does not perform secure and
efficient query processing over encrypted data.
(2) Semantic Web Data Management: There is a need for
viable solutions to improve the performance and scalability
of queries against semantic web data such as RDF
(Resource Description Framework). The number of RDF
datasets is increasing. For many applications such as assured
information sharing, access control lists are not sufficient
and there is a need to support more complex policies.
(3) However, for some assured information sharing
scenarios, we will need public key infrastructures (PKI) to
provide digital signature support. System Design While the
secure co-processors can provide the hardware support to
query and store the data, we need to develop a software
system to store, query, and mine the data. More and more
applications are now using semantic web data such as XML
and RDF due to their representation power especially for
web data management. Therefore, we are exploring ways to
securely query semantic web data such as RDF data on the
cloud. We are using several software tools.
Integrate SUN XACML Implementation into HDFS Current
Hadoop implementations enforce a very coarse-grained
access control policy that permits or denies a principal
access to essentially all system resources as a group without
distinguishing amongst resources. The PEP reformulates the
request as a policy query and submits it to a Policy Decision
Point (PDP). The PDP consults any policies related to the
request to answer the query. The PEP either grants or denies
the resource request based on the answer it receives. While
the PEP and PDP components of the enforcement
mechanism are traditionally implemented atthe level of the
operating system or as trusted system libraries, we propose
to achieve greater flexibility by implementing them in our
system as In-lined Reference Monitors (IRM’s). IRM’s
implement runtime security checks by in-lining those checks
directly into the binary code of untrusted processes. This has
the advantage that the policy can be enforced without
modifying the operating system or system libraries. IRM
policies can additionally constrain program operations that
might be difficult or impossible to intercept at the operating
system level. For example, memory allocations in Java are
implemented as Java bytecode instructions that do not call
any external program or library. Enforcing a fine-grained
memory-bound policy as a traditional reference monitor in
Java therefore requires modifying the Java virtual machine
or JIT-compiler. In contrast, an IRM can identify these
security-relevant instructions and inject appropriate guards
directly into the untrusted code to enforce the policy. Such
certification allows a small, trusted verifier to independently
prove that rewritten binary code satisfies the original
security policy, thereby shifting the comparatively larger
binary-rewriter out of the trusted computing base of the
system. Strong Authentication Currently, Hadoop does not
authenticate users. This makes it hard to enforce access
control for security sensitive applications and makes it
easier for malicious users to circumvent file permission
checking done by HDFS. To address these issues, the open
source community is actively working to integrate Kerberos
protocols with Hadoop (Zhang, 2009). On top of the
proposed Kerboros protocol, for some assured information
applications, there may be a need for adding simple
authentication protocols to authenticate with secure coprocessors. For this reason, we can add a simple public key
infrastructure to our system so that users can independently
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authenticate with secure coprocessors to retrieve secret keys
used for encrypting sensitive data. We can use open source
public key infrastructure such as the OpenCA PKI
implementation for our system (OpenCA).
Browsers and thin clients
Users of multiple device types can now access applications
and information from wherever they can load a browser.
Indeed, browsers are becoming increasingly sophisticated.
Enterprise applications, such as SAP and Oracle, can be
accessed through a browser interface—a change from when
a client (a so-called “fat”) application needed to be loaded
onto the desktop. The general population has become more
familiar with the browser function and can use a discrete
application, where the context is intuitive, without requiring
training or user guides. High-speed broadband access
A critical component of the cloud is the broadband network,
which offers the means to connect components and provides
one of the substantial differences from the utility computing
conceptof 30 years ago. Broadband access is now widely
available, especially in global metropolitan areas. Nearly
pervasive wireless access (e.g., WiFi, cellular, emerging
WiMAX) is available, which has established mobile devices
as entry points to the IT resources of the enterprise and the
cloud.
Data centers and server farms
Cloud-based services require large computing capacity and
are hosted in data centers and server farms. These
distributed data centers and server farms span multiple
locations and canbe linked via internetworks providing
distributed computing and service delivery capabilities. A
number of examples today illustrate the flexibility and
scalability of cloud computing power. For instance, Google
has linked a very large number of inexpensive servers to
provide tremendous flexibility and power. Amazon’s Elastic
Compute Cloud (EC2) provides virtualization in the data
center to create huge numbers of virtual instances for
services being requested. Salesforce.com provides SaaS to
its large customer base by grouping its customers into
clusters to enable scalability and flexibility.

applications, we not only need information assurance but
also mission assurance. Therefore, even if an adversary has
entered the system, the objective is to thwart the adversary
so that the enterprise has time to carry out the mission. As
such, building trust applications from untrusted components
will be a major aspect with respect to cloud security.
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Summary and Conclusion
In this paper, we first discussed security issues for cloud.
These issues include storage security, middleware security,
data security, network security and application security. The
main goal is to securely store and manage data that is not
controlled by the owner of the data. Then we focused on
specific aspects of cloud computing. In particular, we are
taking a bottom up approach to security where we are
working on small problems in the cloud that we hope will
solve the larger problem of cloud security. First, we
discussed how we may secure documents that may be
published in a third party environment. Next, we discussed
how secure co-processors may be used to enhance

security. Finally, we discussed how XACML may be
implemented in the Hadoop environment as well as in
secure federated query processing with SPARQL using
MapReduce and Hadoop. There are several other security
challenges including security aspects of virtualization. We
believe that due to the complexity of the cloud, it will be
difficult to achieve end-to-end security. However, the
challenge we have is to ensure more secure operations
even if some parts of the cloud fail. For many
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